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Introduction to ECSA Exam on EC-Council
Security Analyst

Use this quick start guide to collect all the information about EC-Council ECSA
Certification exam. This study guide provides a list of objectives and resources that will
help you prepare for items on the EC-Council Security Analyst (ECSA) exam. The Sample
Questions will help you identify the type and difficulty level of the questions and the
Practice Exams will make you familiar with the format and environment of an exam. You
should refer this guide carefully before attempting your actual EC-Council Certified
Security Analyst (ECSA) certification exam.

The EC-Council ECSA certification is mainly targeted to those candidates who want to
build their career in Cyber Security domain. The EC-Council Certified Security Analyst
(ECSA) exam verifies that the candidate possesses the fundamental knowledge and
proven skills in the area of EC-Council ECSA v10.

EC-Council ECSA Certification Details:

Exam Name EC-Council Certified Security Analyst (ECSA)
Exam Code ECSA

Exam Price $999 (USD)

Duration 240 min

Number of Questions (150

Passing Score 70%

Books / Training Courseware

Schedule Exam Pearson VUE

Sample Questions EC-Council ECSA Sample Questions

Practice Exam EC-Council ECSA Certification Practice Exam



https://store.eccouncil.org/product/ecsa-v9-exam-kit/
http://www.pearsonvue.com/eccouncil/
https://www.edusum.com/ec-council/ec-council-ecsa-certification-sample-questions
https://www.edusum.com/ec-council/ecsa-security-analyst
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EC-Council ECSA Exam Syllabus:

Topic

- Penetration Testing Essential Concepts (Self-Study)
- Introduction to Penetration Testing and Methodologies

- Penetration Testing Scoping and Engagement Methodology

- Social Engineering Penetration Testing Methodology

- Network Penetration Testing Methodology - External

- Network Penetration Testing Methodology - Internal

- Network Penetration Testing Methodology — Perimeter Devices

- Web Application Penetration Testing Methodology

- Database Penetration Testing Methodology

- Wireless Penetration Testing Methodology

- Cloud Penetration Testing Methodology

- Report Writing and Post Testing Actions

ECSA Sample Questions:

01. The framework primarily designed to fulfill a methodical and organized
way of addressing five threat classes to network and that can be used to
access, plan, manage, and maintain secure computers and communication
networks is:

a) Nortells Unified Security Framework

b) The IBM Security Framework

c) Bell Labs Network Security Framework

d) Microsoft Internet Security Framework

02. Which one of the following acts makes reputational risk of poor security a
reality because it requires public disclosure of any security breach that
involves personal information if it is unencrypted or if it is reasonably believed
that the information has been acquired by an unauthorized person?

a) California SB 1386

b) Sarbanes-Oxley 2002

¢) Gramm-Leach-Bliley Act (GLBA)

d) USA Patriot Act 2001

03. A security policy is a document or set of documents that describes, at a
high level, the security controls that will be implemented by the company.
Which one of the following policies forbids everything and restricts usage of
company computers, whether it is system usage or network usage?

a) Paranoid Policy

b) Prudent Policy

c) Promiscuous Policy

d) Information-Protection Policy
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04. You work as an IT security auditor hired by a law firm in Boston. You have
been assigned the responsibility to audit the client for security risks. When
assessing the risk to the clients network, what step should you take first?

a) Analyzing, categorizing and prioritizing resources

b) Evaluating the existing perimeter and internal security

c) Checking for a written security policy

d) Analyzing the use of existing management and control architecture

05. TCP/IP provides a broad range of communication protocols for the various
applications on the network. The TCP/IP model has four layers with major
protocols included within each layer. Which one of the following protocols is
used to collect information from all the network devices?

a) Simple Network Management Protocol (SNMP)

b) Network File system (NFS)

c) Internet Control Message Protocol (ICMP)

d) Transmission Control Protocol (TCP)

06. A framework is a fundamental structure used to support and resolve
complex issues. The framework that delivers an efficient set of technologies in
order to develop applications which are more secure in using Internet and
Intranet is:

a) Microsoft Internet Security Framework

b) Information System Security Assessment Framework (ISSAF)

c) Bell Labs Network Security Framework

d) The IBM Security Framework

07. Identify the policy that defines the standards for the organizational
network connectivity and security standards for computers that are connected
in the organizational network.

a) Information-Protection Policy

b) Special-Access Policy

¢) Remote-Access Policy

d) Acceptable-Use Policy

08. A framework for security analysis is composed of a set of instructions,
assumptions, and limitations to analyze and solve security concerns and
develop threat free applications. Which of the following frameworks helps an
organization in the evaluation of the company’s information security with that
of the industrial standards?

a) Microsoft Internet Security Framework

b) Information System Security Assessment Framework

c) The IBM Security Framework

d) Nortell’s Unified Security Framework
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09. Which one of the following acts related to the information security in the
US fix the responsibility of management for establishing and maintaining an
adequate internal control structure and procedures for financial reporting?
a) California SB 1386

b) Sarbanes-Oxley 2002

c) Gramm-Leach-Bliley Act (GLBA)

d) USA Patriot Act 2001

10. Identify the framework that comprises of five levels to guide agency
assessment of their security programs and assist in prioritizing efforts for
improvement:

a) Information System Security Assessment Framework (ISSAF)

b) Microsoft Internet Security Framework

c) Nortells Unified Security Framework

d) Federal Information Technology Security Assessment Framework

Answers to ECSA Exam Questions:

Question: 01 Question: 02 Question: 03 Question: 04 Question: 05
Answer: C Answer: a Answer: a Answer: C Answer: a
Question: 06 Question: 07 Question: 08 Question: 09 Question: 10
Answer: a Answer: C Answer: b Answer: b Answer: d

Note: If you find any typo or data entry error in these sample questions, we request
you to update us by commenting on this page or write an email on
feedback@edusum.com




